Launching the SSLVPN Client

If the web installation completes without failing the automatic session, you will be connected to the VPN.
After shutting down your computer, you can always reconnect through the automatic process by going
to https://sslvpn.asu.edu/2fa

If you completed the manual installation of the VPN client, you will need to start the VPN from where you
installed it on your computer.

The name of it on your computer (and icon) should be:
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Once you launch the Cisco AnyConnect Secure Mobility Client, you will be prompted with the following
window:
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NOTE: Access to the ASU VPN (virtual private network) for faculty and staff is now two-factor enabled for
both the Cisco AnyConnect VPN client and the VPN website. See this KB Article for more information.

To connect via the VPN website, the new site address is: https://sslvpn.asu.edu/2fa. If you connect via
the Cisco AnyConnect VPN client, you will need to type the new “sslvpn.asu.edu/2fa” address into the
field, like below, before clicking on “Connect”.

To use SSLVPN to have a dedicated tunnel for all traffic from you laptop back through the ASU SSLVPN,
for example in the special case you are traveling in China, use: “sslvpn.asu.edu/tunnel.”

Students and student resources such as the Library can continue to use the current site
address: sslvpn.asu.edu


https://sslvpn.asu.edu/2fa
https://asu.service-now.com/kb_view.do?sysparm_article=KB0015179
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You will be prompted for your login credentials:

Cisco AnyConnect | sslvpn.asu.edu/2fa

Emi SSLVPN 2FA Sign In

Username: | ASURITE
Password: ASURITE PASSWORD

Enter the name of an authentication factor
(push, phone, or sms) or a Duo passcode: DUOQO 2FA code

Cancel | \SCLSN

e Username - Enter your ASURITE

e Password - Enter your ASURITE PASSWORD

o Enter the name of an Authentication Factor - Enter name of desired (DUO 2FA code)
authentication method, see below for details.

Authentication Factor Options:

The third box is used to enter a second authentication factor.

e Type push into the box to receive a Duo push notification from the Duo app on your smartphone,
then click "OK". After you confirm the Duo push notification on your smartphone, you will be
logged into the ASU 2FA VPN.

o Type phone into the box to receive a Duo phone call notification, then click “OK”. When you
receive the phone call, just follow the automated instructions and you will be logged into the ASU
2FA VPN.

e Type sms into the box to receive a code via text message, then click "OK". If you enter sms, a
code will be sent to you and the Cisco AnyConnect authentication box will appear again. Re-
enter your ASURITE ID, password, and in the third box enter the passcode you received from the
Duo sms message to log into the ASU 2FA VPN.

e Enter a Duo Passcode. You can obtain a Duo passcode by starting the Duo app on your
smartphone, clicking on the "key" button associated with your Arizona State University Duo
account and then typing in the displayed code into the authentication factor field. This option does
not require a cell or internet connection. The Duo app generates the code when you push the



"key" button in the Duo app (red box in the image below). The second image below shows where
you type this Duo passcode into the authentication factor dialog box.

Note that for security reasons, you will see dots when typing in both your ASURITE
Password and authentication factor selection (push, phone, sms or Duo passcode) and the actual
push, phone, sms or Duo passcode you use to authenticate with.

Duo Generated Passcode Example:

eee00 Sprint LTE 11:50 AM
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Tap here for help

AnyConnect Sign In screen showing where to type in Duo generated passcode:

Cisco AnyConnect | sslvpn.asu.edu/2fa

nl SSLVPN 2FA Sign In
— g
Username: ASURITE

' password: ASURITE PASSWORD

Enter the name of an authentication factor
| (push, phone, or sms) or a Duo passcode: 877417

Cancel | SRS

NOTE: Please be sure your Cisco AnyConnect VPN client is at least version 4.1 so that you have the
best possible connectivity available. Two-factor authentication will not work with older client versions.



